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ENTERPRISE INCOME VERIFICATION (EIV) 

POLICY AND PROCEDURES
Purpose

The purpose of this policy is to provide instruction and information on the acceptable use, disposition, and storage of data obtained through the Enterprise Income Verification (EIV) System.  The purpose of the EIV system is to streamline the verification process and help minimize the need for third-party verification.

Policy

The EIV system can be used to identify the following:

· Applicants currently receiving HUD assistance

· Quarterly Earned Income, Social Security and Unemployment Compensation benefit amounts

· New employment

· Multi-subsidy for household members in Public Housing, Multi-family housing and the Section 8 Housing Choice Voucher Program 

· Deceased household member

Standard third-party verifications will be used when necessary to verify income if the EIV system is not available or if no information is available in the EIV system.

EIV information is confidential and will only be used for the intended purpose of verifying eligibility and level of assistance.  EIV will only be viewed by those authorized.  EIV Data will not be kept in files for tax credit or rural housing projects, but will be kept in a separate file.  The EIV data is subject to the provisions of the Federal Privacy Act of 1974 (5 U.S.C. 552, as amended by Public Law No. 104-231, 100 Stat. 3048), the Freedom of Information Act (5 U.S.C. 552, as amended by Public Law No. 104-231. 100 Stat. 3048) and any related amendments.

Privacy Act Requirements

Whenever Owner/Agent requests information about a tenant, the following procedures are required:

1. The income data is only used for verification of tenant income to determine the level of assistance that they are entitled to receive.

2. Information is not disclosed in any way that would violate the privacy of the individuals represented in the system.

3. The tenant is notified of the following:

a. HUD or Owner/Agent’s authorization and purpose for collecting the information, 

b. The uses that may be made of the data collected, and

c. The consequences to the individual for failing to provide the information.

4. Upon request in writing, the tenant is provided access to records pertaining to them and an opportunity to correct or challenge the contents of the records.

Civil Penalties Associated with the Privacy Act

1. A tenant may take legal action for the following agency actions:

a. Refusal to grant access to a record.

b. Refusal to amend or correct a record.

c. Failure to maintain a record with accuracy, relevancy, timeliness or completeness.

d. Failure to comply with any other provision of the Privacy Act, where there is an 

        adverse effect on the tenant.

2. If found liable, Owner/Agent will be required to pay the tenant:

a. Damages sustained as a result of the agency’s action.

b. The costs of the lawsuit, including reasonable attorney fees.

Criminal Penalties Associated with the Privacy Act

An Owner/Agent employee can be found guilty of a misdemeanor or a felony if that employee knowingly and willfully:

1. Discloses a tenant’s record to an unauthorized party.

2. Fraudulently represents himself or herself to obtain another individual’s record.

Definitions

	Coordinator
	Owner/Agent employee designated by the Owner who is responsible for authorizing access to WASS and designated to monitor and ensure users’ EIV compliance.

	Authorized User
	Owner/Agent employee who needs to know the information and has been given WASS access.

	Improper Disclosure
	The viewing or removal of EIV data by an unauthorized individual.

	Need-to-Know
	Criterion used in security procedures that requires the custodians of secure information to establish that the intended recipient must have access to the information to perform his or her official duties.

	Proper Disposal
	Disposal of EIV information by either burning or shredding.

	Secure System WASS User ID
	A secure ID issued to a user, enabling access to the system

	WASS
	HUD’s Web Access Security System (secure connection / secure systems)


Staff Roles 

1. Owner:  Appoints the EIV Coordinator.  Owner may be the Coordinator.  Must provide a written approval letter for the EIV Coordinator, which is maintained at each property/site for which the EIV Coordinator is responsible.

2. Coordinator:  The EIV Coordinator must complete a Coordinator Access Authorization Form (Form CAAF).  The EIV Coordinator will provide each authorized user a HUD User Access Authorization form (UAAF) and the Rules of Behavior and User Agreement/Security Awareness Training Questionnaire and the user will apply for a User ID and Password.  Authorized users must safeguard and ensure the confidentiality of User Codes and Passwords.  Responsible to insure that all authorized users are utilizing and safeguarding the EIV information.  This includes but is not limited to:

a. Maintain a log of all authorized users.  The log shall be updated on a quarterly or more frequent basis.

b. Assign properties.

c. Re-certify all EIV users.

d. Conduct staff training and/or perform a review of the EIV security procedures on a regular basis but not less than annually and maintain a log of all personnel who have attended.  Distribute all user guides and security procedures to personnel using the EIV system data.

e. Record and report improper disclosure in accordance with the improper disclosure procedures.

f. Monitor EIV system utilization reports.

g. Ensure that data is secure, including whenever an employee who had access is no longer employed by Owner/Agent.

h. Ensure confidentiality of information displayed on monitors/CRTs.

i. Ensure confidentiality of printed EIV reports.

j. Monitor files storage areas.
k. Monitor the disposal of EIV information.

3. EIV Users:  Must be a member of Owner/Agent staff, authorized by Owner/Agent, and shall have access on a need-to-know basis as per this policy/procedure. Once a need-to-know situation no longer exists, the authorization will be immediately terminated.

· Must complete the User Access Authorization Form (Form UAAF), including the Rules of Behavior

· Must complete the Security Awareness Training Questionnaire

· Must update their passwords in accordance with HUD EIV requirements

· May never share user ID or password with another individual

Disclosure of EIV System to Tenant

At move-in and thereafter at each certification, Owner/Agent will disclose at the tenant briefing to the prospective resident/participant or housed resident/participant its intent to use the EIV system.  This will include the following:

1. An explanation of EIV procedure.

2. Distribution of the HUD EIV and You Brochure.

3. How income discrepancies are identified, their effect on rent calculations, and the penalties for committing fraud by not disclosing accurate income information.

4. An explanation of how discrepancies can be resolved.

5. What remedies Owner/Agent may seek after determining that income has been unreported or underreported.

6. The tenant files must contain a properly executed, current HUD-9887 and 9887a form for Multifamily Housing or HUD-9886 for Public Housing and the Section 8 Housing Choice Voucher Program, for all household members 18 years of age or older. 
7. All EIV data will be kept in a secure environment.

8. All EIV data will be disposed of by burning or shredding as specified in the disposal section of this policy.

Security 

ALL EIV DATA WILL BE SAFEGUARDED AT ALL TIMES:

1. Monitors/CRT’s: EIV information displayed on monitors or CRT’s will be safeguarded as follows:

a. Data displays are only active when the information is in use and only when no unauthorized person is within viewing distance.

b. When exiting the office, employees will either blank their screen or close and lock the door to the office.

2. Printed and Faxed Reports:  All EIV information in printed format:

a. Will be promptly removed from printer trays.

b. Will not be left unattended.

c. Will not be left within viewing distance of unauthorized personnel or visitors.

d. Will be properly filed in a secure filing cabinet.

3. Emailed Reports:  Information is printed and then deleted from the recipients email box.

4. No Electronic Storage:  Reports will not be scanned and stored electronically.  EIV data which is copied onto any electronic media will be deleted immediately upon use.

5. Filing:  EIV reports will be kept in locked cabinets and may be filed:

a. In an EIV consolidated file.

b. In the tenant file with the exception of Tax Credit and Rural Development which will not contain EIV data.

6. Discussing EIV information:

a. EIV information will only be discussed with others on a “need-to-know” basis.

b. EIV information is protected at the individual level.  Specific information pertaining to one family member will not be discussed in the presence of other family members or individuals who do not have a need-to-know.

7. Disposal:  EIV data will be disposed of by either crosscut shredding or burning.

SECURITY AWARENESS MEASURES:

The authorized users of the EIV system will adhere to the following procedures:

· EIV reports will be kept in the tenant file and those files will remain secure at all times. The secure location is in the designated filing cabinets in the filing room. The EIV Coordinator shall keep the keys to the filing cabinet(s).  A sign shall be posted in the file room that “Only Authorized Employee’s are Authorized in Resident/Participant Files". If an authorized user of EIV is working on a particular file, the file will be secured in their office when they are absent from their office. 

· EIV users are prohibited from sharing their EIV computer logon and password information. 

· EIV users will never leave EIV data displayed on their computer screens. If an authorized EIV user is viewing EIV data and an unauthorized person approaches the work area, the authorized user will minimize or close the EIV screen.

· EIV users shall not save any EIV data to a computer hard drive or any other automated information system.

· EIV users shall not override the authorized access levels by providing EIV data to others who have limited or no access to the data.

· EIV users shall retrieve computer printouts as soon as they are generated so that EIV data is not left lying unattended in printers where unauthorized persons may access them.

· Once the EIV data has been printed and used for income verification purposes, it will be placed in the tenant file which will be kept in the locked cabinets in the filing room. Inactive files will be kept for three years and then they will be shredded.

· Improper disclosures of EIV information shall be reported directly to the Executive Director. The Executive Director shall investigate all reported incidents and if improper disclosure has occurred, disciplinary action will be taken immediately.  All incidents will be documented and placed in the employee’s personnel file.

· Unauthorized access or a known security breach will be reported immediately to the Executive Director of the Venango County Housing Authority, who in turn, will report it immediately to HUD-Pittsburgh Field Office staff.

· These security measures have been and will continue to be discussed at staff meetings.

USE OF EIV REPORTS

Income Report 
Shows wages for past and current employment, unemployment, SS/SSI, and Medicare.  Data will not be accessed until after execution of form HUD-9887 and HUD-9887a or HUD-9886, depending on the program, by the Owner/Agent and each household member age 18 and over.  If not disputed by the tenant, this report will be used to determine income for annual re-certifications and interim re-certifications where the family income has changed.  If the tenant disputes the amount included in the report, they must sign a certification that the information is incorrect.  Management will investigate and confirm through third-party verifications, and rent will be calculated using this information.  When third-party verification is not available, management will follow the guidance in the Occupancy Requirements of Subsidized Multifamily Housing Program 4350.3 Handbook, Public Housing Handbook / ACOP, or the Section 8 Housing Choice Voucher Handbook / Administrative Plan, depending on program, to obtain documentation of income (such as, 4 to 6 consecutive current pay stubs, Social Security benefits award letters, copies of tax returns, etc.).  If the income is incorrect in EIV, the tenant must contact the third-party who provided the information and if unsuccessful, the State Workforce Agency to have that employer or agency remove invalid income information from the records.  Tenant files will include efforts to verify disputed income information, the signed tenant certification that income is disputed, and tenant notification to contact third-parties and State Workforce Agency.

Existing Tenant Search 

Shows whether an applicant is currently receiving HUD housing assistance.  As noted in the Tenant Selection Plan, ACOP, and the Administrative Plan, this search will be done for all applicants prior to occupancy.  Subsidy will not be paid for the same family in two locations.  This report will be used to coordinate with another location the move-out and move-in dates.

Identify Verification Reports

Failed EIV Pre-Screening Report 

This report shows any tenants who failed the identity match.  Management must correct the error before Social Security Administration (SSA) can match and send tenant information.  This report will be run monthly. Management will verify and correct information on every tenant listed as having the failed pre-screening.  Tenant file will be documented with actions taken.

Failed Verification Report 

This report shows family members with incorrect Social Security Numbers, date of birth, last name, as well as decreased household members.  Management will verify that the documentation in the tenant file matches the tenant’s personal identifiers.  If an error has occurred, management will make the appropriate correction to the most recent certification.  If there are inaccuracies, management will encourage the tenant to contact the Social Security Office to correct the information.  Management will document the tenant file with the measures taken to correct this information.

Multiple Subsidy Report 

This report is used to search within TRACS and PIC to identify individuals who may be receiving multiple subsidies.  Management will run this report monthly.  An investigation will be made for every current tenant who appears to be receiving multiple subsidies.  Tenant file will be documented with results.

Deceased Tenant Report 

This report provides information of any current tenant who is listed as deceased with the Social Security Administration.  The report will be run monthly.  

Single Deceased Household

For deceased single member households, the Housing Authority will list the date of death as the last day of the month, in which the death occurred.  The Housing Authority is required to then classify the unit as vacant in PIC or TRACS.  The Housing Authority may not use a later date based on the date that all personal belongings were removed from the unit by the family.  The Housing Authority may coordinate the removal of personal belongings within a reasonable time frame (not to exceed 14 days).  In situations where the Housing Authority seeks judicial intervention to regain possession of the unit, the Housing Authority must list the eviction date (the day in which the Housing Authority has regained possession of the unit) as the effective date of action. In the Section 8 Program, the date of death will be listed as the last day of the month in which the death occurred. 

Deceased HOH with Minors

In dealing with a deceased tenant which is the Head of the Household and the remaining household members are minors, the Housing Authority will allow a temporary guardian to reside in the unit until a court-appointed guardian is established. In accordance with the Housing Authority’s screening policy, the Housing Authority may add the new guardian as the new Head of Household.  

Deceased HOH with Live-In Aide

If the deceased Head of the Household dies and the only remaining household member is the live-in aide, the live-in aide is not entitled or eligible for any rental assistance or continued occupancy.  By definition, the live-in aide would not be living in the unit except to provide the necessary supportive services on behalf of the elderly or disabled tenant.  The Housing Authority may not designate the live-in aide as the new head of household nor pay HAP on behalf of the live-in aide for any month after the month in which the tenant died.  The Housing Authority must notify the live-in aide s/he is required to vacate the unit at the end of the month. 

Retroactive Repayment of HAP by Owners (Section 8 Program)

If an owner receives HAP for any month in which the owner is ineligible to receive HAP because of a deceased tenant, the Housing Authority must immediately notify the owner in writing of the ineligible HAP and require the owner to repay the overpayment to the Housing Authority within 30 days.  If the owner does not comply, the Housing Authority may deduct the amount due to the Housing Authority from any amounts due to the owner under any other HAP contract.  If there is no other HAP contract with the owner, the PHA may seek and obtain additional relief by judicial order or action in accordance with state and local laws. 

Individual Misidentified As Deceased

In the event a tenant or household member is misidentified as deceased on the Deceased Tenants Report, the Housing Authority will immediately notify the individual in writing and advise the individual to contact SSA so SSA can correct its records.  The individual may contact SSA at (800)772-1213, or visit his/her local SSA office for assistance.    Tenant file will be documented as to management’s efforts.

Income Discrepancy Report 

Shows differences between EIV and reported income.  The EIV system was established to reduce errors in income reporting.  Currently, HUD has determined that when the EIV income data differs from the tenant-provided income by at least $200.00 per month, this constitutes a “substantial difference.” Therefore any increase of $200.00 or more per month will constitute an interim being conducted by the VENANGO COUNTY HOUSING AUTHORITY staff. Management will run this report consistently for all subsidized tenants at recertification.  Management will follow-up on every reported income discrepancy included in this report.  The information will be discussed with the tenant.  If the tenant does not dispute the EIV income information, management will use the EIV information to recalculate rent/subsidy and effective date.  If the tenant disputes the income from EIV, they must sign a certification that they dispute the information and contact the third-party who provided the information and if unsuccessful, the State Workforce Agency, to make corrections to the system.  Management will obtain verification of income directly from the third-party and will make appropriate rent /subsidy and effective date corrections.  If third-party verification is not possible, the file will be documented with efforts made, and management will obtain income verification, per guidance in the Occupancy Requirements of Subsidized Multifamily Housing Program 4350.3 Handbook, Public Housing Handbook / ACOP, or the Section 8 Housing Choice Voucher Handbook / Administrative Plan.  Management will also follow the guidance in Occupancy Requirements of Subsidized Multifamily Housing Program 4350.3 Handbook, Public Housing Handbook / ACOP, or the Section 8 Housing Choice Voucher Handbook / Administrative Plan, if fraud is suspected.  In addition to repayment of overpaid subsidy, eviction or termination may be necessary. Handling of discrepancy reports should be followed as indicated in the policy and the tenant file will be documented with all correspondence related to the income discrepancy.

Handling of Discrepancy Reports

All EIV Discrepancy Reports will be handled in the following manner:

A) If resident/participant disagrees with the Discrepancy Report issued by the EIV system, a meeting will be scheduled with resident/participant, by the Venango County Housing Authority staff member who is working on the file, to resolve dispute.  All details of the Discrepancy Report will be documented and resident/participant will have 15 business days to obtain third-party verification of the discrepancy and submit said verification to the Venango County Housing Authority staff.  All tenant-provided and submitted documentation should be currently dated (not more than 60 days previous to the initial resolution meeting). Once the information is received from tenant (within the 15 day period), Venango County Housing Authority staff will review and render a final decision within 10 business days.
B) If a situation arises where facts indicate that a resident/participant has unreported or under-reported income, a repayment agreement, with prior approval from the Executive Director, will be executed between the resident/participant and Venango County Housing Authority, and a revision to the current and future rental payments/HAP payments will be made.  If a resident/participant refuses to enter into a repayment agreement and/or refuses to pay the newly calculated rent, termination of assistance shall occur using the established policies of the Multifamily, Public Housing and Section 8 Programs. 





No Income Report 

Shows any current tenant who has no income reported.  Management will run this report at recertification and quarterly for all zero income tenants.  Management will follow established procedures for zero-income tenants as this report shows no income was found in the available databases, but it is not used as documentation of zero-income.

New Hires Report 

Provides employment information for tenants who have started new jobs.  Management will run this report consistently for all subsidized tenant monthly.  Management will follow-up on any current tenant who has obtained employment since last certification after discussion with tenant.  Management will discuss with the tenant and obtain verification directly from the third-party and will make appropriate rent/subsidy and effective date correction.  If the tenant disputes the information, they must sign a certification that they dispute the information and contact the third-party who provided the information and if unsuccessful, the State Workforce Agency, to make corrections to the system.  Management will follow guidance in HUD Handbook 4350.3, ACOP or the Administrative Plan, if fraud is suspected.  In addition to repayment of overpaid subsidy, eviction or termination may be necessary.  Tenant file will be documented with all correspondence related to the new hire.

REQUIRED FILE DOCUMENTATION

To demonstrate compliance with mandatory EIV use, Venango County Housing Authority must retain in the tenant file the following:

· For each annual re-exam: 

· Income Report

· For each interim re-exam: 
· No income discrepancy: ICN Page 
· Income discrepancy: Income Report

· For each New Admission (form HUD-50058 action type 1):

· Income Report

· Venango County Housing Authority staff must review the Income Report to confirm/validate family-reported income within 90 days of the admission date

· Any income discrepancies must be resolved with the family within 30 days of the Income Report date

· For each Historical Adjustment (form HUD-50058 action type 14):

· Income Report

· Venango County Housing Authority staff must review the Income Report to confirm/validate family-reported income within 90 days of the PIC or TRAC submission date

· Any income discrepancies must be resolved with the family within 30 days of the Income Report date
DOCUMENTATION TO BE MAINTAINED FOR USE OF THE EIV SYSTEM

The following documents related to EIV access, authorizations or security must be maintained and available for auditing purposes: 

· EIV Coordinator Access Authorization Form(s) signed original copy 

· EIV User Access Authorization Form(s) signed original copy

· EIV Owner Approval letter(s) and 

· EIV Security Awareness Training Questionnaire

EIV Website(s) and Manual(s)

Multifamily 

Enterprise Income Verification (EIV) System for Multifamily Housing Program Users

http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/eivhome.cfm 

Enterprise Income Verification (EIV 9.0) System User Manual For Multifamily Housing Program Users: http://www.hud.gov/offices/hsg/mfh/rhiip/eiv/usermanual.pdf  
Public Housing & Section 8 Program
Enterprise Income Verification (EIV) System http://www.hud.gov/offices/pih/programs/ph/rhiip/uivsystem.cfm 
 Enterprise Income Verification (EIV 7.0) System User Administration Manual for Public Housing Program: http://www.hud.gov/offices/pih/programs/ph/rhiip/docs/uivusermanual.pdf
This Enterprise Income Verification Policy shall be utilized for Public Housing and Section 8 Housing Choice Voucher programs.

ADOPTED this ________ day of _________________, 2010 by the Board of Directors of the Venango County Housing Authority.







____________________________________________________

ATTEST:





Ronald G. Wenner, Chairman

_____________________________________________

Robbi L. Terrill, Secretary
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